Appendix: The Control
Layer

You cannot govern what you cannot see. And right now, you cannot see.

You have dashboards. You have green CI checks. You have a policy document somewhere in
Confluence. What you do not have is the instrumentation to know whether any of it is working. Every
incident in this book shared that precondition. Not a missing rule. Missing visibility.

This chapter covers the control layer: the infrastructure that gives you real answers to seven questions
every leader running Al-assisted systems must answer.

1. What is the system doing?

What is the system not doing?

What does it cost?

Is it starting to misbehave?

Is it achieving its objectives?

What is the ROI?

What is the risk, and how bad could it get?
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You need observability and auditing first. Without them, the answers to every other question are
guesses. Permissions come second, because no amount of visibility fixes an agent that already has the
keys to your production database. Everything after that gets bolted on in order of urgency.

None of this is exotic. It is the same rigor you apply to any production system, extended to cover the
new ways Al systems fail.

THE SEVEN-QUESTION FRAMEWORK
1. What Is the System Doing? (Observability)

Debugging without traces is collaborative fiction. When Al-assisted systems fail, they fail across a
chain: prompt context, planner decisions, tool calls, retries, fallback logic. If you only log the final error,
you are debugging a five-step failure from the last step alone.

For agents specifically, observability needs to capture reasoning, not just execution. Log three things at
each decision point: which tool the agent selected and why, what alternatives it considered, and what
its confidence level was. Final output can look polished while the decision path is broken.
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What to capture for every Al request: one shared trace ID across services, span timestamps,
operation type (model, tool, retrieval, policy, response), redacted inputs/outputs, retry counts and exit
conditions. Start with three log lines and a UUID on one function. That is Level 0. It costs hours and
catches an entire class of failures you currently debug from Slack.

Cost warning: unbounded tracing at full payload fidelity can explode spend and expose sensitive data.
Redact aggressively. Sample intentionally. Trace everything does not mean store everything raw.

Readiness test: was your last production incident diagnosed from a trace timeline or from a Slack
thread? If it was a Slack thread, you do not have observability. You have logs with a trace ID field
nobody is using.

2. Who Authorized It? (Auditing)

Observability tells you what happened. Auditing tells you who authorized it, which AI system did it,
what context it had, and whether you can prove any of that to a regulator.

The operative audit question under the EU Al Act, under NIST AI RME under any serious compliance
framework is not "was this Al-generated?" It is: which high-risk workflows used Al, what autonomy
level was allowed, who approved it, what controls ran, and what evidence can you produce after the
fact?

If a regulator asked you to demonstrate that your Al-assisted workflows ran with appropriate oversight
last quarter, what would you actually show them? "We have a policy" is not evidence.

The governance chain that works: policy statement — technical control — evidence artifact — owner. If
you cannot trace a policy statement to a running control and a stored artifact, you have a wish, not a
governance system.

3. What Permissions Does It Have?

The Verification Triangle chapter posed three questions for every agent: what can it do, who granted
that access, when was it last reviewed? This section is about making those answers durable — not a
one-time audit, but a running system.

The most common self-inflicted wound is over-privileged tooling. Teams grant broad rights because the
agent "needs flexibility." That flexibility becomes attack surface. Start read-only. Escalate intentionally.
Expire elevated permissions quickly.

Enforce access at three levels: schema validation (does the argument match the type?), semantic
validation (is this a protected entity?), and policy validation (does this call require an approval token?).
Human gates trigger on risk, not on every action. Gate everything and teams route around the system.
Gate nothing and one failure becomes a company story.

Permission audit protocol: quarterly, for every agent workflow with production access. What does it
have? Does it still need it? Who is the named owner? Permission expansion since last quarter that was
not explicitly approved gets treated as an incident finding.

4. 1s It Starting to Misbehave? (Evals and Drift Detection)

Al systems fail differently than deterministic code. They return plausible-looking output that may be
wrong, incomplete, or degrading over time without an exception being thrown. The system looks
healthy. It is not.

Contract evals check interface behavior. Invariant evals check business truth under stress. Policy
evals check non-negotiable rules. You need all three.
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A common misconception: "We pinned the model version, so behavior is stable." It is not. Providers

change serving infrastructure, moderation layers, and routing without announced changes. Your eval
suite is the only thing that catches provider-behavior drift. For most teams, nightly evaluation is the
right default.

Drift detection: randomly sample N outputs per day and score against your eval criteria. A feature
scoring 92% at launch can drift to 74% over six weeks without a single alert firing if you only monitor
uptime and latency. Track your fallback trigger rate — if it doubles week over week, something
changed.

Misbehavior detection: implement behavioral baselining. If an agent that usually reads five files
suddenly tries to read /etc/shadow or your .env, trigger a security event immediately, even if the output
looks clean.

5. What Does It Cost?

The metric that matters is cost per accepted change — the ratio introduced in the Verification Triangle
chapter. If you are still tracking token cost as your primary number, you are missing 40-60% of your
actual delivery cost.

EDoS — Economic Denial of Service: every agent workflow needs a token ceiling. A hard limit that
causes graceful exit rather than silent continuation. Without this, one malformed request can spend
the monthly budget in an afternoon. An attacker can use indirect prompt injection to trigger an
expensive recursive agent loop. The mitigation is a wallet ceiling per workflow and trace infrastructure
that detects loops exceeding defined depth. This is a real attack surface, not a theoretical one, and most
cost monitoring systems do not yet catch it at the workflow level.

Second-order costs scorecards miss: on-call fatigue (absolute incident count rises even when the rate
looks stable), review exhaustion (senior engineers at 30%+ review time is not free), security queue
growth that compounds with generation volume.

6. What Is the ROI?

ROI has two sides. Most organizations measure one. Four numbers together prevent the self-deception
loop:

1. Cost per accepted change — is unit cost going up or down?

2. Lead time to accepted change — start to production?

3. Change failure rate — what percentage of deployments cause production degradation?

4. Rework rate — what gets reconsidered because the approach was wrong?

Value-side proxies: critical tickets resolved per week, time to ship customer-visible fixes, incident-free
release rate, team capacity reclaimed for roadmap work.

Stop-go criteria (set in advance, not after bad numbers): pause if change failure rate exceeds baseline
by 30% for two consecutive weeks. Pause if rework rate exceeds baseline by 15% for two consecutive
weeks. Review if token spend exceeds budget by 50%. Agree on these with Finance before you start.

7. What Is the Risk?

Risk is a tiered structure, not a feeling.

Tier 1: no sensitive data, no destructive actions, bounded blast radius. Documentation, test
scaffolding, low-risk refactoring. Higher autonomy is fine.

Tier 2: customer-impacting behavior, shared service dependencies. API changes, Ul logic, internal
tooling. Require deterministic checks and human review.
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Tier 3: sensitive data, financial impact, auth, compliance scope, production control-plane actions.
Billing, auth systems, PII pipelines. Require two-person review, explicit approval tokens, documented
rollback path.

Tier determines gate depth. Not team mood. Not deadline pressure. Not how confident the Al
sounded.

THE COMPLIANCE TRANSLATOR

Major frameworks map directly to the delivery pipeline you already have or should have.

Requirement What It Maps To
NIST Al RMF MAP 5.1: Document likelihood and magnitude of impacts Spec with blast radius and non-goals

NIST Al RMF GOVERN 4.1: Document and maintain Al risk decisions for Production traces
accountability

EU Al Act Art. 14: Human oversight for high-risk! Multi-agent review with human gate

EU Al Act Art. 15: Accuracy, robustness, cybersecurity Deterministic invariant checks

"The model did it" is not a working defense. Duty stays with developers, deployers, and employers. You
can automate execution. You cannot automate responsibility.

The emergency brake: every Al workflow needs a documented, tested human override path. Not
theoretical. Tested quarterly. Who can halt all Al-assisted deployments, how long it takes, and what the
fallback state is. Build yours before you need it.

THE GOVERNANCE DASHBOARD

Seven numbers. One table. Your weekly leadership view.

What You Need to Know Metric Alert Threshold

What the system is doing  Trace coverage (% requests with full trace) < 95%

What it is not doing Eval pass rate on nightly suite Drop > 5 points week-over-week
What it costs Cost per accepted change Rising for 2 consecutive weeks

Is it misbehaving Behavioral anomalies flagged Any ungated permission expansion
Is it achieving objectives Change failure rate > baseline + 30% for 2 weeks

ROI Cost per accepted change trend Flat or rising vs. baseline

Risk Tier 3 actions without approval token Any

Run this table in your weekly review. Pre-read posted the day before. Fifteen minutes. If any number is
red, one person owns the investigation before next week. No exceptions.

If you cannot produce this table today, that is not a dashboard problem. It is an infrastructure gap. The
incidents in this book are what that gap costs.
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THE GAPS

Three areas where most organizations have the least maturity. One sentence each.

Behavioral baselining tooling is clear in concept but immature in off-the-shelf products — build the
agent activity log now, even if analysis is manual. Inter-agent provenance across multiple services is
solved at single boundaries but not across five-agent chains — if you run multi-agent workflows, this is
your highest-risk unaddressed gap. EDoS protection at workflow level is not yet standard — if you
have agents that recursively call other agents, you need workflow-level wallet ceilings before you need
them.

These are not showstoppers. They are the three places most likely to surprise you.

The control layer is what separates organizations that govern Al from organizations that hope Al
governs itself.

But governance infrastructure you cannot explain to a non-technical executive is governance
infrastructure that does not get funded. The Conversation chapter is the translation layer: how to put
everything in this book in front of your board with evidence they can evaluate and numbers they can
act on.

Implementation details — trace schema templates, permission audit checklists, eval suite configuration, and threat
model worksheets — are in the Practical Gate Implementation appendix and the Verification Gate Tooling appendix.

NOTES

1. EU Al Act high-risk system requirements (Articles 14 and 15) apply from August 2, 2026. As of early 2026, organizations should
be preparing for compliance, not yet subject to enforcement on high-risk provisions.

The Delivery Gap 5



Appendix: The Control Layer

The Delivery Gap

8




	Appendix: The Control Layer
	The Seven-Question Framework
	1. What Is the System Doing? (Observability)
	2. Who Authorized It? (Auditing)
	3. What Permissions Does It Have?
	4. Is It Starting to Misbehave? (Evals and Drift Detection)
	5. What Does It Cost?
	6. What Is the ROI?
	7. What Is the Risk?

	The Compliance Translator
	The Governance Dashboard
	The Gaps
	Notes


